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Abstract-This paper characterizes r,/f,,,-diagnosable systems and [,-diagnosable system under the 
asymmetric invalidation model (AIM) in the presence of hybrid and intermittent faults. This completes 
the missing part in the theory of t-diagnosability under the most used models, i.e. the symmetric and the 
asymmetric invalidation models with and without the presence of intermittent faults. A unified t- 
characterization theorem is also presented in this paper which unites the t-characterization theorems under 
these models into a single theorem. The diagnosability and diagnosis algorithm for 1,/t,,-diagnosable and 
r,-diagnosable systems under the AIM are also presented. 
I. INTRODUCTION 
The concept of system-level diagnosis was developed [1] to provide a means for locating faulty 
elements or processors in a multiprocessor system wherein each processor is tested by some 
neighboring processors to determine its exact faulty or fault-free nature as perceived by each 
neighbor. The test results obtained by such predefined tests should be analyzable to identify the 
faulty and fault-free processors. Interestingly, since a testing processor itself could be faulty, its 
evaluation of a processor it tests might be suspect. This simple-looking problem has led to an 
intense research activity in the last twenty years since the concept was first proposed. Moreover, 
the continuing growth in the semiconductor technology is now providing a practical scenario in 
terms of multiprocessor systems on large chips or on a wafer which could potentially make use 
of this system-level diagnosis concept. 
To be more specific, consider a system of processors and its representation as a graph wherein 
the processors or units of the system correspond to the nodes in the graph, and a testing link 
from a testing unit to a tested unit forms a directed edge on the corresponding nodes in the graph. 
A test result of 0 (or of 1) is generated by a testing unit if the tested unit is perceived to be fault-free 
(correspondingly, faulty), and is assigned as the weight or label of the corresponding edge in the 
graph. The collection of all such test results for a given set of faulty units in the system is referred 
to as the syndrome associated with this fault set. 
The basic problem then is to determine the fault set given a syndrome. Clearly, if the given 
syndrome could be generated by different fault sets, then the identification of the faulty units in 
the system is going to be incorrect or at best incomplete. Whereas such a situation might be 
unavoidable in general, the only case of real interest is when each fault set is uniquely diagnosed 
from its associated syndrome generated by the system. This unique diagnosability requirement 
cannot be satisfied unless the system architecture and the class of diagnosable fault sets are 
constrained in some ways. 
Until very recently, the classical constraint on the class of diagnosable fault sets was to assume 
that the class consisted of every fault set with any t units or less, for some t. A system is then referred 
to as a t-diagnosable system if every fault set from this t-fault class is uniquely diagnosable with 
respect o all the other fault sets in the t-fault class. Three problems of interest in this environment 
are: the t-characterization problem to determine the necessary and sufficient constraints on the 
system architecture (i.e. on the system interconnection) for any system to be t-diagnosable; the 
t-diagnosability problem to determine algorithms for calculating the largest value of t for which 
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a given system is t-diagnosable; and finally the t-diagnosis problem to determine the exact fault 
set present in a system based on a given syndrome. 
Recently, a more general constraint on the class of diagnosable fault sets has been proposed [2, 3] 
wherein the diagnosability of just one fault set of any size, with respect o a class of fault sets 
consisting of all fault sets whose sizes are upper bounded, is considered. A system is then referred 
to as a single-fault-diagnosable system, or simply as an sf-diagnosable system, if the given fault 
set is uniquely diagnosable with respect o all the other fault sets of interest. The same three 
problems can also be defined for this more general environment: he sf-characterization problem 
to determine the necessary and sufficient conditions on the system architecture for a given fault 
set to be sf-diagnosable; the sf-diagnosability problem to determine algorithms for finding out if 
the given fault set is sf-diagnosable; and finally the sf-diagnosis problem to determine the exact 
fault set present in the system based on the given syndrome. Notice that the difference between 
the characterization problems and the diagnosability problems is that whereas the former problems 
are theoretic, the latter problems are algorithmic in nature. 
The solutions to these six problems are strongly affected by the interpretations a signed to the 
test result outcomes as perceived by the testing faulty units. When a faulty unit is considered to 
be capable of producing an incorrect evaluation of any unit it is testing, then this interpretation 
is referred to as the symmetric invalidation model (SIM). On the other hand, if the faulty unit could 
produce an incorrect evaluation only if the tested unit is a fault-free unit, the interpretation is 
referred to as the asymmetric invalidation model (AIM). Various other models are possible, 
however these two are the most interesting and most analyzed in the literature. 
Another factor which affects the solution process is whether the faulty units under consideration 
are permanently faulty, intermittently faulty, or a hybrid of both kinds. A unit is said to be 
permanently faulty when a repeated application of a test procedure to this unit by a fault-free unit 
always yields the same test result irrespective of any other factor. On the other hand, a unit is said 
to be an intermittently faulty if the test result may be different on each application of a test 
procedure from a fault-free unit. It is obvious that the intermittent and hybrid fault sets are more 
difficult to analyze than the permanent fault sets. Possible test outputs correspondings to these 
models are shown in Fig. 1. 
There are two possible approaches to diagnose the hybrid fault set. In the first approach, 
suggested by [4], only those syndromes are decoded which are compatible to the syndromes 
producible by the system under the presence of a fault set consisting of only permanently faulty 
units. This is known as pf-compatible (HF-PFC) syndrome decoding. A system is said to be a 
t~-diagnosable if every fault set of size up to ti intermittently faulty units can be uniquely diagnosed 
based on HF-PFC approach. Similarly, a system is said to be a th/thi-diagnosable if every fault set 
of size up to th faulty units, not more than th~ of which are intermittently faulty, can be uniquely 
diagnosed based on HF-PFC approach. However, in a recent paper [5], it is observed that such 
an assumption limits the diagnosis of even the permanently faulty units present in the system. To 
overcome this problem, Yang and Masson proposed a new characterization result which allows 
one to analyze every syndrome to determine at least all the permanently faulty units in a hybrid 
fault set. They refer to such systems as t~/th~/th~-diagnosable. However, in this paper we will refer 
to such systems as permanent-fault-detectable or simply pf-detectable (HF-PFD) systems. 
A wide variety of results have been published in the literature corresponding to the three 
problems for t-diagnosable systems and more recently for the three problem for sf-diagnosable 
systems. The most notable results are shown in Table 1. One set of entries missing in the table is 
the solution for t-characterization, t-diagnosability and t-diagnosis problems for the hybrid and 
intermittent fault sets under the AIM. This paper will be seen to complete this gap. In addition, 
this paper will also providea unified t-characterization theorem which will cover all the different 
results under two different models and three different ypes of fault sets into one theorem. This 
unified theorem should hopefully help avoid the unnecessary repetition of research efforts in the 
area of t-characterization. The entries with (--) in the table remain the open research problems. 
In the next section, we give the preliminaries. After that, in Section 3, two theorems, respectively, 
characterizing a tg-diagnosable and a th/thcdiagnosable system are presented. In Section 4, a unified 
t-diagnosable theorem is presented which unifies the characterization theorems for PF, IF and 
HF-PFC cases under both SIM and AIM in one single theorem. It is also shown that this theorem 
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reduces to the corresponding t-characterization theorem when considered under a particular model. 
In Section 5, a diagnosis algorithm, for decoding a syndrome under the AIM with the presence 
of the intermittent faults is presented. The paper is concluded in Section 6. 
2. PREL IMINARIES  
A diagnosable system S consists ofn units denoted by the set U = {u~, u2 . . . .  u~}. Each unit u~ • U 
capable of testing some units in the system is assigned a subset X • U - {ui} to test. A test-link, 
denoted by t o, means that the unit uj is tested by the unit u~. The complete collection of tests in 
S is called the test connection assignment of S, and is represented by a directed graph D -- (U, E), 
where each unit u~ e U is represented by a vertex and an edge (u~ --, uj) • E if t,j is a test in the test 
connection assignment. The following sets can be associated with each unit ui• U: 
£(ui) = {ujl ti: • E} 
F-t(ui)  = {ujlt j ,•E}. 
Similarly the following sets can be defined for a set of units Uk ~-- U: 
r(G)= U r(u,)-G 
U i e U k 
r - ' (G) = U r- ' (u,) -  G 
uie  Uk 
IIGII =l(Uk>l = I{tului, uj• Uk}l. 
Problem 
Table 1. Result available in system-level diagnosis 
Symmetric invalidation model Asymmetric invalidation model 
t-characterization [8] [4] [9] [5] [10] * * * 
t-diagnosibility [12] - -  - -  - -  * * * * 
t-diagnosis [111 [15] [15] [15] [6] * * * 
sf-characterization [3] [3] [3] [13] [3] [3] [3] [13] 
sf-diagnosibility [14] - -  - -  - -  [14] - -  - -  - -  
sf-diagnosis [14] [14] [14] [14] [14] [14] [14] [14] 
HF HF HF HF 
PF IF PFC PFD PF IF PFC PFD 
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F(ue) is the set of units tested by the unit u~ whereas F-~(u~) is the set of units testing the unit 
ui. F~nt(Uk) and F(Uk) are, respectively, the sets of internal units of the set Uk and external units 
to the set Uk, which are tested by the units of the set Uk. Similarly, Figt ~ and F ~(Uk) are, 
respectively, the sets of internal units of the set Uk and external units to the set Uk, which are testing 
the units of set Uk. It Uk I[ is the number of internal test links in the set Uk. 
A fault set, denoted by F, is a subset of the units of system S which are faulty. A set of syndromes, 
corresponding to a fault set F and denoted by S(F), contains those syndromes which are producible 
by a system in the presence of the fault set F. The t-fauh class is a family of fault sets which includes 
all possible fault sets whose cardinality is not more than t. 
In a given system, in the presence of a fault set F, there are two types of syndromes which can 
be produced: singly-producible syndromes and multi-producible syndromes. A singly-producible 
syndrome can be attributed to only one unique set of faulty units. On the other hand, a multi- 
producible syndrome can be attributed to many fault sets. Difficulties can arise in the identification 
of faulty units in a given fault situation because a great variety of syndromes can be produced in 
most of the models for the interpretation of test outcomes. Therefore, only some restricted fault 
situations can be handled by a system-level diagnosis procedure. This is done by defining a family 
of fault sets, known as an allowable family of fault sets and denoted by ~- = {FI, F2 . . . . .  FI}. It 
is assumed that a fault set present in a system belongs to this allowable family of fault sets. 
A fault set F is said to be uniquely diagnosable in a system with respect o an allowable family 
of fault sets ~ if any syndrome x~ ~ S(F) is not producible by the system in the presence of any 
other allowable fault set F, ~ ~.  In other words, s~ ~ S(~)  for every Fe 6 ~,  F, ~ F. A diagnosis is 
said to be a complete diagnosis if all the faulty units can be identified, based on a given syndrome 
produced by the system in the presence of this fault set. Otherwise, it is an incomplete diagnosis. 
Similarly, a diagnosis is said to be a correct diagnosis if, on the basis of a given syndrome, no 
fault-free units are identified as faulty. If that is not so then the diagnosis is an incorrect diagnosis. 
If a correct and complete diagnosis is possible then it is called diagnosis without repairs or one-step 
diagnosis. However, if the fault could be of an intermittent nature, then the incomplete diagnosis 
is the best achievable. This is because a faulty unit could go undetected for many test applications. 
A combination of permanent and intermittent faulty units may also be present in the system and 
this is known as a hybridfauh set. 
3. ASYMMETRIC INVAL IDATION MODEL WITH 
INTERMITTENT FAULTS 
The asymmetric invalidation model is applicable in many practical situations [6] and is an 
optimistic diagnosis approach. Moreover, the intermittent faults are likely to be present more 
often [7]. Hence, the study of intermittent faults under the asymmetric invalidation model is very 
useful. In this section, new results obtained for the t-characterization problem under the 
asymmetric invalidation model in the presence of intermittent faults are presented. 
THEOREM 1 
A system S with the test digraph D = (U, E) is ti-diagnosable under the asymmetric nvalidation 
model if and only if, for every unit u 6 U, the following condition holds: 
(1) [V '(u)l >ti .  
Proof. The proof of this theorem is derived from a more general theorem, characterizing a hybid 
fault case, in Lemma 2 below. [] 
The following theorem characterizes the connection assignment of a system for a more general 
situation, i.e. to be t~/t~i-diagnosable in the presence of a hybrid fault set. 
THEOREM 2 
A system S with testing digraph D = (U, E) is one-step th/thi-diagnosable for th~ > 0, in the 
presence of hybrid fault sets under the asymmetric nvalidation model, if and only if, for every u ~ U, 
the following condition is satisfied. 
(1) I r  '(u)l > t~. 
Proof. Necessity: Suppose that this condition is not necessary and the system remains 
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th/thi-diagnosable without repairs in the presence of a hybrid fault set without satisfying the above 
condition. This means, for some u~ ~ U, IF -  ~(uj)l ~< th. If F-~ (u~) :~ q~, then consider a hybrid fault 
set consisting of the units of the set F = F-~(u~). Otherwise, consider any fault set F _~ U - {u~}, 
with IF] ~< th. Let F~ _c F, 0 < IF,.[ ~< thi be the set of intermittently faulty units. This is an allowable 
hybrid fault set and the following syndrome can be produced by the system under the presence 
of this fault set as shown in Fig. 2a and 2b, respectively, accounting for both the cases. 
ao=O foreither u, ,u j~U- (F -F , ) -{ut} ,  or u~=u~ anda u~U-F ,  
ao=l for ui~U and uj~(F-Fi)U{ul}, 
a 0= x for all other tests. 
For this syndrome, units of another set F '=  (F -  Fi)U {ut} can be incorrectly diagnosed as the 
set of faulty units, based on the pf-compatible syndrome decoding. This is a contradiction and 
hence, the condition of Theorem 2 is necessary. 
Sufficiency: To show the sufficiency of this condition, suppose that the connection assignment 
of a system satisfies the condition of Theorem 2. Still, the syndrome st, produced by an allowable 
hybrid fault set F, ]FJ ~< th, with up to thi > 0 intermittently faulty units, can lead to an incorrect 
diagnosis, based on the pf-compatible syndrome decoding. Let the incorrectly diagnosed fault set 
be F'. Now consider the sets Vto, Vtt, V0~ and Voo as defined below: 
Vto= FNF', Vii = Fr3F', 
~/'01 = FflF', Voo = FNF' 
where F = U - Fand F: = U - F'. Notice that Vl0 and V0~ cannot be empty simultaneously asthe 
two fault sets are assumed to be different. Moreover, V0~ 4: ~b. If V0~ = 4~, then diagnosis is correct 
but maybe incomplete diagnosis which is acceptable. Further, there cannot exist any test tij such 
that either u~ e V00 and uj s V0~, or u~, uj ~ V0~, as any such test will necessarily produce a test result 
(o) 
I 
) 
(b) 
4 
Fig. 2. Two faults F and F' generate the same syndrome under the asymmetric invalidation model with 
intermittent faults. 
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a 0 = 0 in the presence of fault set F, whereas the same test is required to produce a test result of 
a0= 1 in the presence of incorrectly diagnosed set F'. Hence, for each u 6 V0~, F-~(u)~_F, or 
IF-~(u)[ ~< th. This is a contradiction. Hence, the condition of Theorem 2 is sufficient for 
th/th~-diagnosability. This completes the proof of Theorem 2. [] 
Theorem 2, which characterizes a th/th~-diagnosable system under the AIM is not parameterized 
in terms of thi. Therefore, it is not possible to derive the other results existing for this model from 
this theorem. Thus, there is a need for a more general t-characterization theorem and this general 
theorem is stated in the next section. 
4. UNIF IED t -CHARACTERIZAT ION THEOREM 
In this section, a unified t-characterization theorem characterizing a system to be th/thi- 
diagnosable, under both the symmetric and asymmetric invalidation models, is stated. It is shown 
that this theorem reduces to the corresponding t-characterization theorem when considered for any 
particular model. The results of Lemmas 1, 2, 3 and 4 establish these equivalences of the results. 
First we state the well known t-characterization theorems for each of these models. 
The characterization theorem for a t-diagnosable system under the symmetric invalidation model 
was given by Hakimi and Amin [8], and for ti-diagnosable and th/thi-diagnosable systems were given 
by Mallela and Masson [4, 9], respectively. These theorems are stated below. 
THEOREM [8] 
A system S with n units and the test digraph D = (U, E) is t-diagnosable under the symmetric 
invalidation model if and only if the following conditions are satisfied by its connection assignment: 
(1) n > 2 × t. 
(2) IF '(v)l~>t, vv~u.  
(3) For every subset XCU such that I X l=n-2xt+p,  for every p, 0~<p<t ,  
Ir(x)l >p. 
THEOREM [4] 
A system S with test digraph D = (U, E) is ti-diagnosable if and only if for every subset U~ ~ U, 
lull ~< t~, the following condition is satisfied: 
(1) Ir-'(ui)L > t,. 
THEOREM [9] 
A system S with the test digraph D = (U, E), is th/thi-diagnosable if and only if, for every subset 
U~ ~ U, 0 < ] U~[ <~ th, at least one of the following two conditions hold with respect o any other 
subset Uz ~ U, I U2I ~< th, and Ui N UE = Oh. 
(l) r - ' (u , )  ¢ u~. 
(2) I r (U  - u1 - u2) l  > t~+ th,--IUllo 
It is shown by Mallela and Masson [9] that Theorem [9] reduces to Theorem [4] for t~ = th = the, 
and it also reduces to Theorem [8] for tni = 0 and t = th, i.e. when no intermittently faulty units 
are present in the system. 
The connection assignment of a t-diagnosable system under the asymmetric invalidation model 
was completely characterized by Barsi et al. [10] by the following theorem. 
THEOREM [ 10] 
A system S with testing digraph D = (U, E) is one-step t-diagnosable under the asymmetric 
invalidation model of test outcomes if and only if the following conditions are satisfied: 
(1) IF- l (ui) l>/t ,  Vui~U. 
(2) For each pair of units ui, uj ~ U, such that unit u~ and unit uj test each other and IF - ~ (u~)l = 
IF L (uj) l = t, there exists at least one node Uk such that either Uk ~ F I (u~) -- F -~(ui) N F - ~(u~) and 
F ~(Uk) # F-I(uj),  or Uk~ F-I(u;) -- F I(ui)NF t(uj) and F-I(uk) # F-l(ui). 
Now the following theorem unifies the results obtained for t-diagnosable, ti-diagnosable and 
th/tn~-diagnosable systems under both SIM and AIM. Notice that the characterization of 
t-diagnosable and t~-diagnosable systems are special cases of th/th~-diagnosable systems. 
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THEOREM 3 
A system S with testing digraph D = (U, E) is one-step th/th~-diagnosable in the presence of 
hybrid fault sets under the SIM and AIM, if and only if, for every U~, U2 - U, with UI fq U: = ~b, 
and [ U~ I, I U21 ~< th, at least one of the following conditions is satisfied: 
(1) F- ' (U, )qt  U 2. 
(2) I F (U  - U ,  - U~)I > t~ + t~,- I U, I. 
(3) In the asymmetric invalidation model, either II U, II > 0, or for every U~_ U2, either 
[U2- U~[ > th-  ]U~[, or [ [U~NF(U-  U , -  U2)]UFi,,(U;)[ > the. 
Proof The proof for this theorem is similar to the proof of Theorem [9] and, therefore, is not 
presented here. [] 
The following lemmas now establish the equivalence of the results of Theorem 3 to the results 
of Theorem 2, Theorem 1, Theorem [10], and Theorem [9], respectively. 
LEMMA 1 
The conditions of Theorem 3 for thi > 0 and the conditions of Theorem 2 are equivalent for 
th / th~-diagnosable systems. 
Proof ~:  Suppose for contradiction that the condition of Theorem 2 is not satisfied for some 
u e U, and IF *(u)[ ~< th. Yet, the conditions of Theorem 3 are still satisfied by the connection 
assignment of a system S. Then for U, = {u}, Uz = F ~(u), and U~ = {uk}, for some Uke U2, the 
following observations are true: 
(1) [U,[, If21 <~th, U,f-)U2~-~, and IU2-U~[ ~< th--lU, I. 
(2) F-~(UI)= U2, and F(U-  U l -  U2)~-U2. Since I U2I ~< th, the> 0 and IU, I = 1, therefore, 
I F (U-U , -  U2)I <~ th + thi-- l U~l. 
(3) II U, II = 0. 
(4) Since lUll = 1, therefore, I[U'2NF(U - U, - U2)]UF~,t(U~)I ~< 1. 
Now, the constraints on U~ and U2 as required by Theorem 3 are satisfied because of observation 
(i) above. The condition (1) and (2) of Theorem 3 are not satisfied because of the observation (2), 
and the condition (3) is not satisfied because of the observation (3) and (4). Hence, none of the 
conditions of Theorem 3 is satisfied. This contradicts the initial assumption. 
~:  Suppose the condition of Theorem 2 is fulfilled by their connection assignment of the system 
S but, for some Uj, U2 ~ U, such that [U~I :~ 0, U~N U2 = ~b, and lUll, [U21 ~< th, none of the 
conditions of Theorem 3 is satisfied. Therefore, F-~(U~)~_ U2, and II U~ II =0. This implies that 
every unit u ~ U~ is only tested by the units of the set U2. Because [U2] ~< th and hence, for every 
unit u • U~, IF -~ (u)l ~< th. The same is true for a unit u • U2 - U~, where U~ satisfies the constraints 
of the third condition of Theorem 3. This violates the condition of Theorem 2 and hence, the 
assumption is wrong. This completes the proof of Lemma 1. [] 
Therefore, if a system is required to diagnose hybrid fault sets under the asymmetric nvalidation 
model, then every unit should be tested by at least t~ + 1 units. The following lemma completes 
the proof of Theorem 1. 
LEMMA 2 
In the assymetric invalidation model with intermittent faults a system is ti-diagnosable if and 
only if the condition of Theorem 1 is satisfied. 
Proof. Substituting ti= I h -~  th~ in Theorem 3, and combining this with the result of Theorem 2 
completes the proof of Lemma 2. [] 
LEMMA 3 
The conditions of Theorem 3 for th = t and ths = 0 and the conditions of Theorem [10] are 
equivalent for t-diagnosable systems. 
Proof Suppose the conditions in the two theorems are not equivalent and a system, which 
satisfies the conditions of Theorem [10], does not satisfy the conditions of Theorem 3. Then, for 
some U~, U2-  U, the following observations are true: 
(l) lU~l, IU2l<~th, IU~Iq:0, and U~fqU2=O. 
(2) r - ' (u , )~_  u2. 
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(3) I r (U  - u, - U2)l ~< th - I u, I. 
(4) II u1 II = 0. 
(5) For some U~ ~ U2, such that I U2 - U~I <~ th - [Ut  1, }l U~ II = 0 and F(U - U1 - U2)N U; = ~b. 
From observation (2) and (4) above, for every u ~ U~, F ~(u) c_ U2, and from observation (5) 
above, for every u e U2, F l(u) ~ Ut U(U2 - U2). In order to satisfy the condition (1) of Theorem 
[10], it is required that 
IU21, Ie,  U (U2-U; ) l~th .  
But, from the definition of U, and U2 and observation (5) above, 
Therefore, 
IU21, IU, U(U2- Ui)l ~t,,. 
IU2l=th, and [U2--U21=th--lUll. 
Since U~ 4: ~b and I U21--t~, therefore, U'2 4 = c/). Now every uie U; and Uje UI satisfy the 
constraints of the second condition of Theorem [10] but, there exist no u~e U; for which 
F I(Uk) ¢ F-I(Uj), or Uk~ UI for which F-~(Uk) :/= F ~(ui). Hence a contradiction arises and the 
assumption is wrong. 
To prove in the other direction, suppose that a system fulfills the conditions of Theorem 3 for 
t h -= t and thr = 0, but does not satisfy the conditions of Theorem [10]. Then either one or both the 
conditions of Theorem [10] are not satisfied. 
If condition (1) is not satisfied for some u e U, then, for UI = {u}, U2 = F -l(u), and U; = qS, none 
of the conditions of Theorem 3 is satisfied which is a contradiction. 
If condition (2) is not satisfied then consider the following sets: 
UI=F I(ul) - -F l(ui)NF l(u,), 
u2 = r '(u~), 
and 
u~=r  ' (u , ) - r  ' (u , )n r  '(uj). 
For these sets, I U~I, L U2t ~< th, U~ n U2 = 0, and U~ ~- 0 because ui e U~. Once again none of the 
conditions of Theorem 3 is satisfied because of the following observations: 
(a) r -1 (ui)  =-- U2, 
(b) l lUiI l=0, and ]IU;I I=0, 
(c) [Uz- -U~l=th- - lU l l ,  and l(-7.,l=th, 
(d) F(U-  U I -  U2) ~- U2-  U~ and, therefore, I F (U -  U~- U2)I ~< th- tUt l .  
Hence a contradiction arises and the assumption that the conditions of Theorem [10] are not 
satisfied is wrong. This completes the proof of Lemma 3. [] 
LEMMA 4 
The results of Theorem 3, when considered under the symmetric invalidation model in the 
presence of intermittent faults, and Theorem [9] are equivalent. 
Proof. The condition (3) of Theorem 3 is pertinent in the case of asymmetric nvalidation model 
only, and the other conditions of Theorem 3 are same as that of Theorem [9]. Thus, the results 
of the two theorems are equivalent for the symmetric invalidation model. [] 
This shows that Theorem 3 is the most fundamental link among the characterization theorems 
for th/th,-diagnosable systems under both the SIM and AIM and all other characterization theorems 
can be derived from this. This completes the study of the t-characterization problem. 
5. D IAGNOSABIL ITY  AND DIAGNOSIS ALGORITHMS 
FOR THE AIM MODEL 
For a given system with a test digraph D = (U, E), an algorithm to determine the value of t for 
Diagnosis n hybrid fault situations 575 
t-diagnosability or the value of th and th~ for th/thj-diagnosability under the asymmetric nvalidation 
model is given in this section. 
Algorithm: Determine-t-in-AIM 
Step 1: For each u e U, obtain F-~(u) and F(u) in the test digraph D = (U, E). 
Let t l=min( lF  1(u) l :ueU) 
Step 2: Obtain the set U' _ U as defined below. 
u '  -- {u U : l r - ' (u ) l  > 
Step 3: For each u e U - U', sort the sets F J(u) and F(u) in the increasing order of unit 
numbers. 
Step 4: For each u ~ U-  U' DO 
{ 
Calculate C(u) = F - t (u )NF  (u); 
IF C(u)OU'=4  
THEN { 
Obtain U~ = F-~(u) - C(u); 
IF 1" ~(vl)=F-I(v2) for allv~,v2~Uj 
THEN { 
Obtain U2 = F(u) - C(u); 
IF F- I (v j )=F  1(v2) for all vl, v2eU2 
THEN Return (t~- 1); 
}; 
}; 
}; 
Step 5: Return (fi). 
End Algorithm: Determine-t-in-AIM 
To analyze the complexity of the above algorithm, Step 1 of this algorithm can be performed 
in O(IE[) time. Step 2 can be performed in O([ U[) time because there are only IUI units in the 
system. Step 3 can take up to O(IU[2log (IUI)) time because sorting algorithm has a complexity 
of O(I U[ log([U I)) and there are I UI such units. The most complex step in the algorithm is Step 
4. It may have to be performed for up to I U [ units, and each iteration may take up to O([ U[ z) 
time. Therefore, the overall complexity of this step is O(I UI3). Thus, the overall complexity of the 
algorithm is of the order of O([U[3). 
If the intermittent or hybrid faults are allowed in the system, then in Theorem 2 it was shown 
that each unit should be tested by at least t h + 1 units for th/thi-diagnosable systems. Therefore, 
in this case, the above algorithm is required to perform only the first step. The value of t/ 
for t~-diagnosability, or the value of t h for th/thi-diagnosability is, then, given by t~-  1. For 
th/th~-diagnosability, hgcan assume any value in the range 0 < thi <~ th. The complexity of the 
diagnosability algorithm is of the order of O([E]). 
The diagnosis algorithm for the AIM model without the presence of intermittent faults is 
given in [6]. In the case a system is designed for th/th~-diagnosability or t~-diagnosability, hen the 
following simple diagnosis algorithm can be used. Notice that in this model, all permanently faulty 
units will always fail all tests and, therefore, are always identified correctly and completely. 
However, the intermittently faulty units may remain incompletely diagnosed. 
Algorithm AIMIF  
Step I. Each unit u, receiving aj~ = 0 for some uj is identified as fault-free. 
Step 2. Remaining units are identified as the faulty units. 
End AIMIF  
Each fault-free unit is tested by at least one other fault-free unit in a th/th~-diagnosable system. 
Therefore, all fault-free units receive at least one test input which is 0. Hence in Step l, all fault-free 
units are identified correctly. Notice that some of the intermittently faulty units are also identified 
as fault-free in Step 1. That is why the diagnosis is incomplete. However all permanently faulty 
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units are identified correctly in Step 2 as all these units will fail all the tests. The complexity of 
this algorithm is O(]E[)  as there are only [EI test results to be looked at. 
6. CONCLUSION 
In this paper, the characterization problem for the asymmetric invalidation model with 
intermittent faults have studied. A unified t-characterization theorem is also presented which unites 
the four most used models. It is also shown that this is the most fundamental ink among the 
t-characterization theorems for these four models when the diagnosis is based on the pf-compatible 
syndrome decoding. The t-diagnosability and t-diagnosis algorithms for the AIM in the presence 
of intermittent faults are also presented. 
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